Understanding abusive web resources: characteristics
and counter-measures of malicious web resources
and cryptocurrency mining

Ha Dao

University of Information
Technology, VNU-HCM

ABSTRACT

Web security is a big concern in the current Internet; users
may visit websites that automatically download malicious
codes for leaking user’s privacy information, or even mildly
their web browser may help for someone’s cryptomining.

In this paper, we analyze abusive web resources (i.e. mali-
cious resources and cryptomining) crawled from the Alexa
Top 150,000 sites.

We highlight the abusive web resources on Alexa ranking,
TLD usage, website geolocation, and domain lifetime. Our
results show that abusive resources are spread in the Alexa
ranking, websites particularly generic Top Level Domain
(TLD) and their recently registered domains. In addition, web-
sites with malicious resources are mainly located in China
while cryptomining is located in USA. We further evaluate
possible counter-measures against abusive web resources.
We observe that ad or privacy block lists are ineffective to
block against malicious resources while coin-blocking lists
are powerful enough to mitigate in-browser cryptomining.
Our observations shed light on a little studied, yet important,
aspect of abusive resources, and can help increase user aware-
ness about the malicious resources and drive-by mining on
web browsers.
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1 INTRODUCTION

In an era of increasingly popular and fast-paced technology,
the Internet has become an effective means of connecting
with people from all over the world. On one hand, users have
become accustomed to using the Internet as a substitute for
traditional channels of information and communication. On
the other hand, malicious actors leverage Internet pervasive-
ness by incorporating malicious resources on websites and
inside advertisements [36]. The New York Times recently fell
victim to this phenomenon by displaying a malicious pop-up
on its homepage [1]. Moreover, browser-based cryptomining
is an increasingly popular technique where websites embed
JavaScript files that mine cryptocurrency without users’ per-
mission or knowledge [15, 24]. We hereafter name malicious
resources and cryptomining-related resources as abusive web
resources. Cryptomining may exist in the form of malicious
software installed on victim’s computers, a browser-based
javascript miner or a pop-under window that can continue
to run even if the browser is closed [41].

Some work previously analyzed malicious resources and
in-browser cryptocurrency [15, 26, 36, 50]. Provos et al. [36]
provide a detailed study of drive-by downloads on the Inter-
net, including advertisement-related ones. Li et al. [26] focus
on advertisement-related malicious resources (also called
malvertisement) and propose a detection method that im-
proves the previous results [36]. Zarras et al. [50] present an
in-depth analysis of malvertisement. Eskandari et al. [15] pro-
vide the first analysis of the cryptomining deployment. Pa-
padopoulos et al.[32] compare the profitability of in-browser
cryptomining and advertising. Riith et al.[37] analyze the
popularity of in-browser cryptomining. Konoth et al. [21]
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measure the existence of in-browser cryptomining and pro-
pose a detection method.
Our work provides new insights on abusive web resources,

and evaluates previously unaddressed available counter-measures.

In this paper, we study the ecosystem of abusive resources
(malicious resources and in-browser cryptomining) in Alexa
Top 150,000 websites with Google SafeBrowsing API to assess
their maliciousness and a custom list to detect cryptomining.
We make the following contributions:

e We detect two types of abusive web resources (mali-
cious resources and in-browser cryptocurrency min-
ing) in the Alexa Top 150,000 websites, and compare
with past results [26, 36, 50]. We further highlight sim-
ilarity and difference of the two types in terms of TLD
usage, geolocation and position of abusive resources
in the Alexa Top 150k ranking.

e We evaluate blocking list-based countermeasures as a
mean to shield users from abusive resources. We ana-
lyze protection ability from both malicious resources
and cryptomining.

2 BACKGROUND

In the following sections we briefly describe abusive re-
sources (malicious resources and in-browser cryptomining).

2.1 Term definitions
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Figure 1: Delivery tree and resource path

We first define some terms we use throughout this paper (see
also Figure 1):

e Abusive web resources include both malicious web re-
sources and in-browser cryptocurrency mining,.

e Landing website refers to a crawled website. In our data,
we have 150,000 landing websites (see Section 4.1).

o Delivery tree is composed of the landing website and
all URLs that the browser visits until it contacts the
distribution website (website distributes abusive re-
sources). We call this particular website the root of the
delivery tree [36].
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e Abusive resource path is a path in the delivery tree
from the landing website to a contacted URL (including
redirections).

2.2 Malicious web resources

Malicious web resources can execute various kinds of actions
that impact users. These resources are located on distribu-
tion websites. Users may be infected by such malicious web
resources, when browsing websites. The goal may be to
help performing distributed denial-of-service (DDoS) attacks
[33], exploitation through drive-by download attacks [36] or
user’s privacy leakage by phishing.

2.3 Cryptomining

In-browser cryptomining is a method using scripting lan-
guage such as JavaScript or WebAssembly to mine cryptocur-
rencies, in user’s browser.

We are aware of two cases of transparent in-browser cryp-
tomining: the Salon website [44], and the Australian branch
of UNICEF [27] have both launched pages that let users do-
nate through in-browser cryptomining.

Additionally, Coinhive offers an alternative API for adver-
tisements to explicitly asks for consent from users before
any mining activity. However, the opt-in version of the Coin-
hive API usage remains marginal, only 1.3% of total websites
hosting in-browser cryptomining [40].

The exploitation of cryptocurrency on the browser is in-
creasingly popular [15, 24, 37]. Websites can utilize the power
of machine’s CPU of users to mine coins without permission.

The proportion of average power consumption that these
miners account for is between from 10% to 40% of the CPU
ability [24]. Some users reported that the CPU usage reached

100% when surfing websites containing these mining scripts[24].

We thus consider these scripts as abusive resources.

3 RELATED WORK

Provos et al. [36] provide the seminal contribution in the
field of drive-by downloads on the Internet. They developed
a large scale data collection infrastructure that continuously
detects and monitors the behavior of websites that perpetrate
drive-by downloads. Google released that work as SafeBrows-
ing [17]. SafeBrowsing is used inside web browsers such as
Chrome and Firefox to identify malicious websites across
the web and notify users of potential harm.

Online marketing and advertising can be used for illegal
purposes such as malware distribution, phishing, or click
fraud [26]. Li et al. [26] focused on ad serving and detection
of malvertisement activity. They used Google Safe-Browsing
API [17] and Microsoft Forefront 2010 to detect malvertising.
Zarras et al. [50] addressed ecosystems around malicious
ads and their status, to analyze malvertisement and how
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these reach end users. They used Wepawet [10], malware
and phishing blacklists [22], and VirusTotal [45] to label ma-
licious behavior. This study extracted advertisements from a
variety of websites and used a number of oracles to classify
the advertisements as malicious or legitimate, then analyzed
them. Stone et al.[43] addressed click fraud in online adver-
tising. Furthermore, Xing et al. [49] showed that browser
extensions that use advertisements as their monetization
strategy often facilitate the deployment of malware adver-
tisement.

Eskandari et al.[15] inspected the recent trend of in-browser
cryptocurrency mining. Riith et al.[37] analyzed the preva-
lence of browser-based mining and presented a new ap-
proach to identify mining websites. Konoth et al. [21] mea-
sured the occurrence of in-browser cryptomining and pro-
posed a detection method based on the characteristics of
cryptomining code. Papadopoulos et al. [32] compared the
profitability of in-browser cryptomining and advertising by
analyzing user’s system resources when user access websites
hosting cryptomining. Our work is close to [15, 26, 36, 50]
but improves the state of the art along three axes: target
websites, target resources (both malicious resources and in-
browser cryptomining), and evaluation of counter-measures.
First, we crawl the 150,000 highest-ranked websites by Alexa
[4] while Li et al. [26], Eskandari et al. [15] and Zaras et
al. [50] respectively use the Alexa’s Top 90,000 Web sites,
over 30,000 websites. Second, we address websites hosting
malicious resources and in-browser cryptomining, compare
their characteristics, and provide new insights about both of
them while [26] and [50] just focus on malicious advertise-
ment, [36] analyze drive-by-download and [15] address the
recent trend of in-browser mining of cryptocurrencies. Fi-
nally, we here evaluate blocking list-based countermeasures
as a mean to shield users from both malicious resources and
cryptomining.

4 METHODOLOGY

In this section, we present the methodology we used to gen-
erate and evaluate a large corpus of abusive resources. Our
process includes three steps. First, we crawl data from Alexa
top websites (Section 4.1). Second, we describe an approach
to reconstruct malicious resource path (Section 4.2). Third,
we classify the resources as malicious or in-browser crypto-
mining (Section 4.3).

4.1 Data collection

We crawl the home pages of Alexa [4] Top 150,000 web-
sites in April 2018, using IP addresses located in Japan. Fig-
ure 2 shows the process flow. We use OpenWPM [14], a
open-source web privacy measurement framework written
in Python that relies on Selenium for browser automation.
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Figure 2: Processing flow

OpenWPM supports Firefox and some of its extensions out-
of-the-box. We here use Firefox configuration without any
extension to obtain 150,000 websites and 12,796,779 unique
URLs during the data collection.

4.2 Abusive resource path reconstruction

Here we present the construction of abusive resource path in
our data. We extract the edges connecting URLs by inspecting
the HTTP referer field from successive HTTP requests the
browser makes after visiting the landing page.

However, in many cases, the referer headers are not suf-
ficient to extract the exact path. For example, when the
browser redirection results from an HTTP 3XX Redirection
(301 Moved Permanently, 302 Found, 303 See Other, 307 Tem-
porary Redirect) or an external script, we cannot extract
the referer from HTTP requests. In these cases, the refer-
rer points to the landing page and one cannot identify the
external HTTP redirection or script files.

For HTTP redirections, we get all URLs on location field
because the location response header field contains the URL
one is redirected to. After obtaining location URL, we set
the referer of that location URL as the URL of the previous
HTTP request.

Regarding script files, to identify sources of each URL, we
extract JavaScript domains and extract URLs inside the these
JavaScript code. Then we process the edit distances between
a requested URL and extracted URLs in the JavaScript code
and the script domains. If all distances are larger than the
size difference between the URL length and the smallest
script domain length, it means that the URL request does
not completely contain any script domain and other URL
found inside the scripts. In that case, the landing website
will be considered as the referer. If the condition above is
not verified, URLs found among script domains and URLs
found in scripts with the smallest distance will become the
referer of this URL request. This approach extends previous
work by Li et al. [26] and Provos et al. [36].

4.3 Abusive resources detection

We use the Google Safe-Browsing API [17, 36] to detect mali-
cious resources among crawled URLs. Google Safe browsing
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runs on more than three billion devices and lets client ap-
plications check URLs against Google’s constantly updated
lists of unsafe web resources. If any URL is flagged by Safe-
Browsing, we assume that it is a malicious URL (contains
malware, unwanted software and potentially harmful appli-
cation threat types). Our findings are presented in Table 1.
Overall, we detected more than three thousand malicious
URLs hosted on 123 crawled websites.

Websites URLs
Crawled 150,000 12,796,779
Malicious 123 3,300

Table 1: Summary of collected data

We identify browser-based mining by searching for min-
ing scripts such as coinhive.min.js within JavaScript calls in
the website page. Target scripts are listed in Table 2. Coinhive
is the dominant website offering in-browser mining (80.7%).

Script String in URL Num
Coinhive [19] "coinhive.min.js’, ’cnhv.co’ 180
JSEcoin [28] "load.jsecoin.com’ 23
Coinpot [9] "coinpot.co’ 5
CoinIMP [8] ’hashing.win’, ’Coinimp’ 3
Webmine [46] "Webmine’ 1
ProjectPoi (PPoi) [13] ’projectpoi.min’ 0
AFMiner [3] "afminer.com/code/miner.php’ 0
Papoto "papoto.com/lib/papoto.js’ 0
CryptoNoter ‘minercry.pt/processor.js ’ 0
Crypto-Loot [11] "CryptoLoot.Anonymous’ 0
Adless [2] "adless.io’ 0
Ppoi [35] ‘ppoi.org’ 0
Coin-have [7] ’coin-have.com’ 0
Monerise [30] ’apin.monerise.com’ 0
‘monerise_builder’
deepMiner [12] ’deepMiner.js” 0
’deepMiner.Anonymous’
NFWebMiner [31] ‘nfwebminer.com/lib/’ NFMiner’ 0
Mineralt [29] ‘mineralt.io’ 0
‘minr.pw’, ’cdn.static-cnt.bid’
“abc.pema.cl’,metrika.ron.si’,
Minr [29] ‘cdn.rove.cl’host.d-ns.ga’, 0

’static.hk.rs’ hallaert.online’,
‘cnt.statistic.date’, *st.kjli.fi’

Table 2: Cryptomining detection results

5 RESULTS

This section presents the findings of our study based upon
the methodology presented in section 4.
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5.1 Malicious resources path

We examine abusive resource paths to understand their char-
acteristics. We provide a breakdown of the total number of
unique infected malicious URLs we discovered in Table 3. We
find that the vast majority of abusive resources are served
by own landing websites by 91%, and third-party domains
to less than 9%. One can consider that websites containing
malicious resources were added to the Internet by publishers’
website objective.

Origin of malicious URL Numbers
Total 3,300
First-party (crawled website) 3,016
Third-party 284

Table 3: Summary of malicious resource paths

5.2 Landing websites containing abusive
resources

In this section, we focus on the characteristics of websites
containing malicious resource.
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Figure 3: ECDF of the Alexa ranking of websites con-
taining malicious resources and in-browser crypto-
mining,.

5.2.1 Domain ranking. Figure 3 presents an ECDF of the
Alexa ranking of websites containing malicious resources
and in-browser cryptomining. Websites containing malicious
resources and using cryptomining are spread in the Alexa
ranking,.

The red plot (malicious resources) is close to a straight line,
meaning that a probability to contain malicious resources
is almost similar among ranks. In contrast, the green plot
(in-browser cryptomining) has a sudden increase around
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120K, demonstrating specific characteristics. Indeed, most
websites here belong to Information Technology category
(see also Sec.5.2.2). Overall, popular websites still pose risks
to end users.

20 T T T T 7T
Malicious resources

15 b

Percentage

Figure 4: Breakdown of website containing malicious
resources by website categories.

5.2.2  Domain category. We then illustrate a breakdown
of websites containing abusive resources by website category
in Figure 4 and Figure 5. We used FortiGuard Web Filtering
[23] in July 2018 for the classification. Figure 4 illustrates
that malicious resources are mainly located on adult web-
sites (19% in total). This fact is consistent with a previous
study [47]. Besides, 17% of malicious websites are defined
as Security risk category (classified as malicious domains by
FortiGuard). The percentages for Business and Information
Technology are 16% and 11%, respectively.

20 T T T T T T
In-browser mining

Percentage

Figure 5: Breakdown of websites containing in-
browser cryptomining by website categories.

As for in-browser mining (Figure 5), in-browser mining
is mainly observed on Information technology websites. Be-
yond the IT category, 13%, 10%, and 7% of malicious websites
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Figure 6: Breakdown of websites containing malicious
resource and in-browser cryptomining by Country.

belong to Adult, Arts and Culture and Entertainment cate-
gory, respectively. Interestingly, 15% of the sites belong to
security risk category. According to FortiGuard classification,
security risk are domains that are newly configured or newly
active, but not necessarily newly registered or domains that
were very recently registered. It means that these 15% of
domain names hosting in-browser cryptomining recently
appeared on the Internet.

5.2.3 Domain country. Figure 6 represents the breakdown
of websites containing malicious resource and in-browser
cryptomining by country. We use Geoip to determine website
locations. Observed websites with malicious resources are
mainly located in China. These websites accounts for just
over 54% of the total, in contrast the other countries have
significantly lower percentages. The percentage for United
States is nearly 24%. As for browser-based cryptomining,
most observed websites with cryptomining are located in
USA. The percentage for this nation is nearly 65%. Other
noticeable countries such as Spain and Germany contain
nearly or just over 5%.

5.2.4 Domain lifetime and registration year: An ECDF
of the domain lifetime of websites containing malicious re-
sources and in-browser cryptomining is shown in Figure 7.
The registration times of domains with malicious resources
differ significantly from the remaining ones. We can see that
more than 26% websites contain malicious resources (red
curve) and 47% websites contain in-browser cryptomining
(green curve) expire within one year or two years of registra-
tion. In addition, their registration times are much later than
the benign one (blue curve). Since malicious domains usually
get blacklisted quickly, attackers may have no incentives to
register long-living domains. In contrast, normal websites
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Figure 7: ECDF of the domain lifetime of websites
containing malicious resources and in-browser cryp-
tomining,.

have much longer expiration dates as their business is ex-
pected to operate for years. This is consistent with Li et al.
[26] for malicious resources.

These findings also indicate that websites hosting in-browser
cryptomining have similar characteristic regarding domain
lifetime, but the websites with in-browser cryptomining
are further younger than websites containing malicious re-
sources.
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Figure 8: Breakdown of websites containing malicious
resources and in-browser cryptomining by Top Level
Domain(TLD)

5.2.5 Top Level Domain. Figure 8 represents the break-
down of top-level domains that serve malicious resources
and in-browser cryptomining. Websites names ending in
generic Top level Domain (TLD) like .com and .net host the
majority of abusive resources on the Internet (76% of mali-
cious resources and 40% of in-browser cryptomining).
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5.3 Evaluate counter-measures

Some malicious resources are delivered by advertisements
[26, 36, 50]. In our data (Table 3), we saw that third parties
distributed malicious resources. Existing blocking list target
advertisement [18, 25, 34], privacy, [5], and cryptocurrency
mining [38, 48]. These lists may thus be able to block abusive
resources provided by third parties. Therefore, we intend
to assess their efficiency as counter-measures. We used ad-
blockparser [39], a python library to directly match blocking
list with collected data.

In this section, we present the evaluation of malicious
resources counter-measures and in-browser cryptomining
counter-measures.

5.3.1 Malicious resources counter-measures. Here, we eval-
uate the effectiveness of state-of-the-art block lists against
malicious resources.

We evaluate following blocking lists: EasyList [34], EasyPri-
vacylist [5], Japanese ad-blocking list [18] and a filter set
similar to ublock Origin [25] (EasyList, EasyPrivacy, Peter
Lowe’s Adservers, Malware domains). EasyList is a filter list
that removes ads from international webpages. It is also used
by default in the popular browser plugin Adblock plus [16]
to block ads. EasyPrivacy [5] is an optional supplementary
filter list that removes trackers from websites. As our crawl is
performed from Japan (see Section 4.1), Japanese advertisers
may use our location to provide customized ads. We thus
also use the Japanese ad-blocking list suggested to Internet
users in Japan by AdBlock Plus: ABPJapanese [18]. UBlock
Origin is a general purpose blocker. It can also understand
the syntax used by the ad-blocker AdBlock Plus.

Filters Number Percentage
Total 3,300 100%
Easylist 31 0.93%
EasyPrivacy list 3 0.09%
ABP Japanese filters 26 0.79%
uBlock Origin 34 1.03%
All (combined) 53 1.61%

Table 4: Ad-related URL filtering

We inspect individual URLs using these well-known filter
lists in August 2018. The result of this experiment is shown
in Table 4. Because of the vantage point (i.e., from Japan), we
discovered 26 malicious URLs are flagged as ads directly from
Japan with ABP Japanese Filters. Furthermore, we found
that 51 malicious URLs have been flagged by all of these
filters. This represents 1.55% of all malicious URLs. It is not
surprising results because studied filters are used for ad-
blocking or privacy protection.
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Filters Number Percentage
Total 212 100%
NoCoin list 203 95.75%
Filter list of MinerBlock 207 97.64%

Table 5: No coin filtering

5.3.2  Cryptomining counter-measures. There are several
common coin-blocking blocklists, such as NoCoin extension
filter list[20], CoinBlock extension filter list [6], NoMiners
extension filter list [42], Nocoin filter list[38] or MinerBlock
extension filter list[48]. However, NoCoin, CoinBlock, and
NoMiners extension filter lists have not been updated in
the last few months. We thus analyze the Nocoin filter list
and MinerBlock extension filter list. Nocoin filter list [38]
contains patterns to block in-browser mining using common
ad blockers. MinerBlock [48] is a browser extension to block
in-browser cryptomining. It is available for Google Chrome,
Mozilla Firefox, and Opera. We used both filters published
in April 2018.

The percentage of mining script URL blocked by Nocoin
was 95.75% and by MinerBlock was 97.64%. NoCoin missed 5
Coinpot, 3 Coinlmp, and 1 Webmine scripts. NoCoin version
72 was updated twice: on June 5th 2018 to block Coinlmp
and on June 7th 2018 to block Webmine. NoCoin version
87 was then updated on August 4th 2018 to block Coinpot.
While MinerBlock missed 5 Coinpot and it still has not been
updated at the time of submission (September 19th 2018).

6 CONCLUSION

In this work, we characterized malicious resources and in-
browser cryptomining for the Top Alexa 150,000 websites.
We highlighted various aspects of websites containing abu-
sive resources. We discovered that websites containing abu-
sive resources are spread in the Alexa rankings. This means
that users may be exposed to abusive resources on major
websites. Furthermore, we highlighted that main players
using two types of abusive resources are different. Finally,
we evaluated the effectiveness of blocking lists regarding
blocking of malicious resources and cryptomining scripts.
We demonstrated that blocking lists do not effectively deal
with malicious resources, but coin-blocking filter lists hold a
great promise to more effectively mitigate in-browser cryp-
tomining. However, missing domains from the NoCoin list
proves that blocking lists need to be updated continuously
to protect users from in-browser cryptomining.

As future work, we intend to add longitudinal measure-
ments to improve our data collection process. We also want
to provide detailed statistics on resource paths, and use addi-
tional oracles for abusive resources. Base on our analysis in
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Section 5.3, we intend to develop a counter-measure against
abusive resources on the Internet.
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